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Abstract 
Managing large and complex enterprise systems (ES) can be challenging due to the complexity of 
technical and other unforeseen issues.  However, most of the existing scenarios are beyond typical 
safety margins and usually can have significant impacts on the operations and even survivability of 
the organization.  We explore ‘resilience management’ as the mechanism and process that assists 
organizations to survive an unscheduled disruption or a major crisis. A strategic resilience 
management model is derived from extensive utilization of inductively-derived data from the case 
study.  This strategic process model identifies the crucial phases of ES upgrade implementation, and 
also provides indications on how different strategies, mechanisms and capabilities of resilience 
management can inspire managers at different stages of the upgrade implementation for a fruitful 
strategic resilience management.  
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1 INTRODUCTION 
Managing large and complex enterprise systems (ES) can be challenging due to the complexity of 
technical and other unforeseen issues. Interestingly, most studies conclude that ES upgrades are 
vulnerable and often organizations fail to fully recognize and appreciate the time and effort required 
to successfully complete this critical business initiative (Beatty and Williams, 2006). The 
complexities of ES are mainly related to three main aspects of change: (1) the technology (Nah et al. 
2001) and the need for integration with existing system (Themistocleous et al. 2001), (2) the delivery 
process which includes the change management process (Dong, 2008), and impacts of top 
management support (Dong et al., 2009), and (3) the contextual background of ES implementation 
(Huang and Palvia, 2001) and organizational levels, culture and business plan (Nah et al. 2001). 
Ideally, some of these challenges can be planned for, but there exist scenarios that are beyond typical 
safety margins usually factored in ES planning. These scenarios are dreadfully known as “disasters”.  
Although the effect of major disasters on organizations’ capacity to survive has been extensively 
studied over the past decade but organizations would still need to be alerted to the fact that failure can 
and does happen .Thus, it is important to anticipate the effects of failure by developing contingency 
plans and procedures to enhance resilience management ability (Crichton et al., 2009). Without 
business continuity and adequate recovery plans, 40 per cent of organizations go out of business 
within five years after a major disaster (IBM, 2009).  
A viable solution is through ‘resilience management’—the ability of an organization to survive an 
unscheduled disruption or major crisis through its adaptability using proven and integrated Risk 
Management, Crisis Management, and Business Continuity Management processes (Martin, 2011). 
There are many definitions of resilience, however, we align with a definition proposed by Holling 
(1973) in ecology which defines resilience as “a measure of the persistence of systems and of their 
ability to absorb change and disturbance and still maintain the same relationship between populations 
and state variables” (Holling 1973, p.14). As such, resilience is a “fundamental quality of individuals, 
groups, organizations, and systems as a whole [which allows them] to respond productively to 
significant change that disrupts the expected pattern of events without engaging in an extended period 
of regressive behavior” (Horne and Orr 1998, p.31). This ability requires a level of flexibility where 
the organizations possess “a variety of actual and potential procedures, and the rapidity by which it 
can implement these procedures, in order to increase the control capability of the management and 
improve the controllability of the organization and the environment” (De Leeuw and Volberda 1996, 
p. 131).   
It seems logical to employ Resilience Management in making sure that the organization can survive 
deviations from its planned introduction and utilization of an ES. This is especially of interest, as 
there is some evidence in the literature that organizational resilience facilitates the successful adoption 
of innovations (Cho, Mathiassen et al. 2007). However, many existing organizational theories 
inadequately address how and why an organization can maintain its resilience in the face of 
unexpected events (Sutcliffe and Vogus, 2003). Further, there is limited empirical work that examines 
organizational resilience (Crichton et al., 2009), and little consensus regarding how resilience may be 
achieved in practice (McManus et al., 2008). 
In this study, we look into EGP (an anonymous company) which has overcome its fears in previous 
implementation failure by introducing strategic resilience management in minimizing risk along their 
complex ES upgrade journey. It is important to address our research question, how is strategic 
resilience management developed within an organization? Specifically, we need to examine what are 
the processes and mechanisms involved in the strategic resilience management framework? In this 
paper, we start by a review of literature covering resilience management, followed by description of 
research methodology. We present a case study of a multinational corporation.  We conclude by 
presenting a resilience management framework and discuss how the literature and the case study 
inform the framework and how the framework can be applied by enterprises as part of their resilience 
management.  Some concluding remarks are also provided. 
2 LITERATURE REVIEW 
2.1 Resilience Management 
The application of resilience management in organizations has accelerated in recent years due partly 
to pressure from the ever-faster market changes and partly to technological breakthroughs (Riolli and 
Savicki 2003). Resilience, as a descriptive characteristic, that has the ability to withstand 
discontinuities and to adapt to risk environments (Starr et al., 2003); to reinvent business models and 
strategies (Hamel and Valikangas, 2003); and to aid organizations to survive and thrive in dynamic 
and volatile economic times (Mallak, 1998).  
More recently, resilience management has been expanded to include the ability to look beyond 
restoration to include the development of new or expanded capabilities to keep pace and create new 
opportunities (Armitage, 2006) and to capitalize on disruptive surprises that could otherwise threaten 
organizational survival (Lengnick-Hall et al., 2011). Building resilience management in the context of 
organizational management, we combine and use both of the above definitions to define resilience as 
“a function of an organization’s overall situation awareness, keystone vulnerability and adaptive 
capacity in a complex, dynamic and interdependent system” (McManus et al., 2008).  
2.2 Analysis of Key Resilience Management Mechanisms 
Based on the above definitions, resilience management is understood to be developing an overall 
situation awareness (McManus et al., 2007), demystifying inherent threats (McManus et al., 2008), 
and reducing risk and improving organizational efficacy with restoration plans (Gunderson and Light 
2006). Thus, instead of planning for an uninterrupted and constant operation, a resilient organization 
is able to recognize disturbances and circumvent risk (Donnellan, Larsen et al. 2007) with an ability to 
adapt (Lengnick-Hall et al., 2011) and reconfigure as quickly as appropriate (Holling, 1996), either to 
bring the organization to the previous optimal operational position, or to converge to a new optimal 
operating position. 
2.3 Situational Awareness 
Organizations operate in an interconnected environment, where they need to be sensitive and aware of 
(1) their position in relation to their working environment (McManus et al., 2008), and (2) changes in 
the internal and external environment, namely the ability to identify potential crises, their 
consequences (McManus et al., 2007), in order to absorb any strain and recover from untoward events 
through continuous reconstruction (Coutu, 2002). Thus, it is important to develop situational 
awareness that proactively or reactively deals with specific contextual conditions contributing to the 
organization’s resilience (McManus et al., 2007), as well as its capability to restore efficiency through 
mindful management (Weick et al., 1999). 
To create and sustain resilience, managerial mindfulness is required in order to continue developing, 
updating, and refining situational awareness to identify those aspects that are vulnerable or can cause 
vulnerability (Vogus and Sutcliffe 2007). The challenge at this point is to discover and understand 
patterns, or potential patterns, before taking any specific action (Kurtz and Snowden, 2003). 
This iterative behaviour or process can eventually build enough managerial experience within the 
organization to form an organizational capability in situational awareness. Thus, the relationship of 
these concepts (situational awareness, managerial mindfulness, and organizational vulnerabilities) can 
be explored as a gauge of organizational resilience and to identify the relevant capabilities required 
for increasing the probability of early detection of unexpected events (Riolli and Savicki 2003). 
2.4 Demystifying Threats 
An efficient resilience management is an effort not only to identify potential threats to people, 
processes, and technologies during the ES upgrade implementation (Rohmeyer and Zvi, 2009), but to 
continue making sense of the current chaotic situation (McManus et al., 2007). Thus, to demystify 
threats that arise (Hale and Heijer, 2008), management of high-impact vulnerabilities consists of the 
identification, proactive management, and treatment of vulnerabilities so that the survival of the 
organization is not compromised in the face of possible changes (Stephenson et al., 2010). 
Usually due to the untenably high number of possible threats, sense-making can be followed by 
prioritization (Luthans and Youssef 2007). 
To withstand events, system attacks, physical disruption, and other possible incidents, an organization 
should have a clear and intimate understanding of its essential operational, strategic, and managerial 
components and their associated threats (McManus et al., 2008) before introducing a contingency 
plan. Weeks and Benade (2009) proposed that contingency planning may provide an organization 
with the sense of resiliency that it needs in planning to prevent occurrences. In view of this, the 
current work aims to validate the relationships of all relevant mechanisms empirically (situational 
awareness, managerial mindfulness, and organizational vulnerabilities), including the exploration of 
the capability required in demystifying threats to reduce inherent risk. 
2.5 Executing Restoration Plan 
Once threats are demystified, a restoration plan is drawn with the help of transactive decision-making 
(Noble 2000) and resilience motivation (Gooch and Warburton, 2009). Transactive decision-making 
is especially important in a turbulent environment where an organization is trying to realign its 
resources through making decisions by assessing diverse and sometimes conflicting information 
received via multiple channels or systems (Plummer and Armitage, 2007). This adaptive management 
strategy is based on the belief that an effective response during the immediate aftermath critically 
depends on the resilience of first-line responders and operational commanders (Boin and McConnell, 
2007). Organizational resilience, therefore, is not only directly affected by the responsiveness and 
preparedness of its management, but also by resilience at all levels of the organization. 
Along with these preceding ideas and concepts, a resilience-management framework is outlined in 
Figure 1. Empirical support is derived from the case study to test these mechanism and assumptions, 
and a refined resilience-management framework is presented at the end of this study.  
 
 
 
 
 
Figure 1: Conceptual Model of Strategic Resilience Management 
3 RESEARCH METHODOLOGY 
We adopted case study research methodology because our research aims to address the ‘how’ 
question (Walsham, 1995) in understanding the lack of exiting empirical models to develop resilience 
management in the context of ES upgrade implementation. In addition, the complexity of the ES 
upgrade including social, technical, and business dimensions makes this a more compelling case in 
understanding the phenomenon from a qualitative perspective (Klein and Myers, 1999). 
The selected case study (the anonymous corporation herein referred to as EGP) is a leading Asia 
Pacific utility company. It has recovered from a previous implementation failure, and it subsequently 
initiated and successfully upgraded its billing and customer management systems for the country’s 
households and businesses. Its resilience in surviving an ES implementation and the subsequent 
successful upgrade of their complex ES is particularly appropriate for this study.  
In case studies, data analysis is undertaken according to a Structured-Pragmatic-Situational (Pan and 
Tan, 2011) in tandem with recursively iterating between the empirical data (theoretical lens) and the 
relevant literature (Pan and Tan 2011). This is to “scaffold” (Orlikowski, 2006, p.461) the theoretical 
ideas into theoretical model (Pan and Tan, 2011). We are able to bridge the gap between abstract and 
concrete practices by comparing theory with our first-hand observations covering issues related to the 
process of resilience management in ES upgrade implementation (Daillak and Alkin, 1982). This 
framing cycle continued until theoretical confidence was reached (Pan and Tan 2011). The emergent 
framework was then verified with relevant stakeholders at EGP before a process of inductive 
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derivation was continued until the derived framework comprehensively accounted for the case study 
data (Pan and Tan, 2011) with no additional data needing to be collected to improve the derived 
framework (Eisenhardt, 1989). 
4 CASE DESCRIPTION 
EGP is a leading company in Utility field and has recently managed to upgrade its billing and 
customer management system successfully to consolidate its complex billing system for about 1.2 
million customers. This success did not come easily. Like the 90 per cent of delayed ES 
implementation projects in Western countries (Martin 2011), EGP experienced a similar setback 10 
years ago, where they experienced project delay and budget overrun. The Head of IT commented: 
“Like I said, we had one primary objective and that’s to bury the ghost of our past—of 
having the bad implementation experience. We looked at what went wrong previously 
and really addressed every single one of the issues carefully because in this coming 
project, ‘Failure is not an option’.” 
4.1 Phase 1: Initiating ES Upgrade 
The need for a system upgrade was triggered by a minor database error that required seven days to 
rectify. Recognizing the possibility of a catastrophic disturbance, the Head of IT conducted a 
thorough system reliability investigation. With zero tolerance for mistakes, a careful risk evaluation 
and a cost-and-benefit analysis were performed prior to EGP’s final decision to update its system with 
the previous provider. To facilitate the project, they formed a steering committee. 
This phase was kick-started by documenting business process definitions (BPDs). Process owners 
from each department, external parties such as EGP’s principals, and internal and external IT staff 
worked together to contribute their BPDs. Through this process, the team collected in excess of 500 
BPD items from the consultant’s contractual obligations. Due to the volume of the documented BPDs, 
and to avert possible project delays, the steering committee conducted multiple meetings to review 
their strategy and contingency plans for prioritization critically.  
Eventually, an amended strategy was accepted. However, it only partly resolved the problem. User 
confidence with the change and the working relationships between project team members were key 
vulnerabilities identified from EGP’s previous upgrade project. Thus, a weekly newsletter providing 
information about the project’s progress was initiated and social networking, including organized 
social events, was introduced to enable team members to develop closer working relationships and to 
provide moral support in overcoming challenges in this phase. The resilience-management strategy 
and capabilities required for EGP’s ES upgrade initiative are summarized in Table 1. 
Mechanism Illustrative Examples from Case Data Capability 
Step 1: Strategy for Developing Situational Awareness 
Managerial 
Mindfulness 
“For some time I have suspected something isn’t 
right with the system, especially looking at the 
database growth, the unusually slow on-line 
system performance, and the lack of tools in 
monitoring the on-line performance. ”Head of 
IS 
Capability to Recognize Disturbance 
“After the system reliability test, I was 
right; we were sitting on very dangerous 
ground.” Head of IS 
 
Organizational 
Vulnerabilities 
- Vulnerability of information 
- Vulnerability of relationship between users and 
consultant 
Step 2: Strategy for Demystifying Threats 
Contingency 
Plan 
- Enforce face-to-face meeting 
- Impose regular internal meetings between IT 
consultant and users 
- Consolidate the project’s governance structure 
by clarifying roles and responsibilities 
Capability to Circumvent Risk 
“There are risks that you can foresee… 
for example, when it is taking too long to 
address a certain issue, that is where the 
possible risk or problem is.” Head of IS 
 Prioritization - Organization Mission Assessment 
- Based on front-end (customer) and back-end 
(internal staff and EGP ’s principles) issues 
- Rate and rank the severity of the issues 
- Verify the assessment with a group of expert 
Sense Making “Most of the time, it is people-related problems 
more than technical; that’s why we need to 
understand people’s needs in order to resolve 
business issues.” Deputy Head of IS 
Step 3: Strategy for Executing Restoration Plan 
Transactive 
Decision 
Making 
“Unlike the past, the good thing that came out 
about this project is we take time to demystify 
potential threats and make sense from them 
before making decisions to move forward.” Head 
of IS 
Capability to Reconfigure 
“Learning from our past experience and 
applying it in this ES upgrade, we will 
not sign off the contract if the external 
IT consultant does not fulfill the exit 
criteria. It is OK to delay the project, as 
we wouldn’t want to repeat the same 
mistake.” Head of IS 
 
“At times we felt a little uneasy for their 
delay in approving the contract but we 
can understand their fear” IT consultant 
Resilience 
Motivation 
 
“It took a while to have the different team 
members ‘gel’ together, where people start going 
for lunch together. That is where a working 
relationship is formed. Eventually, competency is 
achieved when they are more in favor to share 
their knowledge and experiences with each other 
to overcome challenges.” Internal Consultant 
Table 1: Strategy Resilience Management in Initiating ES Upgrade 
4.2 Phase 2: System Development 
This phase is concerned with preparing detailed, technical, solution-documentation ensuring meeting 
users’ requirements and the development of functional designs (FDs). Since user involvement and 
buy-in are often identified as critical success factors for such projects, EGP’s top management pushed 
to bolster these as part of their risk-mitigation plans—to mitigate the risk of lack of user support. 
However, the users’ inexperience in writing up the FDs, and their extra caution in ensuring that all 
conceivable scenarios were covered, resulted in several delays in this phase of the project. 
To catch up with the project schedule after the unexpected time spent in preparing FDs, the steering 
committee introduced a contingency plan by having consultants assigned to develop the new system, 
while internal IT staff members were tasked to customize reused items to be retrofitted to the new 
system. The drawback of this strategy was that internal staff had little time to monitor what the 
consultants were developing. The situation was intensified by a string of miscommunications between 
the consultant’s offshore developers in India and the project stakeholders. To overcome these 
vulnerabilities, external IT consultants took over some of the development work and brought 
developers from India in order to expedite development. 
After a working system was developed, the external IT consultants conducted Individual Module 
Testing (IMT) and System Integration Testing (SIT) to ensure that the modules were effectively 
integrated. To facilitate SITs, a common System Investigation Report (SIR) database was used to 
track, prioritize, and address all identified issues. Considering the zero-tolerance-for-error 
organizational culture, additional conversion testing was performed in conjunction with each SIT, as 
data accuracy had been identified as a key problem in the previous project. Some communication 
errors were found during the pilot tests and these resulted in some delays in the project. To address 
this, the steering committee requested more granular reporting of issues in order to have closer 
monitoring of this phase of the project. The MD stated: 
“By changing our request, it helps us to pin down where the issues lie and to address 
them effectively.” 
The resilience-management strategy and capabilities required for EGP’s system development are 
summarized in Table 2. 
Mechanism Illustrative Examples from Case Data Capability 
Step 1: Strategy for Developing Situational Awareness 
Managerial 
Mindfulness 
“Most implementation failures were due to a lack of 
users’ participation; thus we appointed users from all 
departments to participate.” Deputy IS Head 
Capability to Recognize 
Disturbance 
“To avoid failure, we selected users 
Organizational 
Vulnerabilities 
- Users’ lack of technical skills 
- Communication issues 
- Data accuracy issue 
who had experience with the 
previous implementation to draft the 
FDs.” Senior Internal IT Consultant 
Step 2: Strategy for Demystifying Threats 
Contingency 
Plan 
- Introduce reuse items from the old system 
- Request more granular reporting of issues to allow 
closer monitoring 
- Introduce mock conversion test in conjunction with 
each SIT 
Capability to Circumvent Risk 
“We have a risk-management 
group, based on their expert advice 
we will prioritize the risk according 
to high, medium, low, and then 
brainstorm all possible mitigating 
factors.” Operations Manager 
 
“We are glad to have such a group 
of top-management who done their 
best to circumvent risk, their 
sensitivity towards risk and danger 
gives us sense of security because 
we do not want this project to fail” 
IT user. 
Prioritization - Organization Mission Assessment 
- Based on front-end (customer) and back-end 
(internal staff and EGP’s principles issues 
- Rate and rank the severity 
Sense Making “We were discussing … and one of the users stood up 
and provided too many concerns … so here is what I 
told the user. ‘Look, if this is what you're worrying 
about, I can’t help you because I don't know what is Z-
1 too’. … And that’s where I think [the top 
management] will have to come in and make 
decisions.” External IT Consultant 
Step 3: Strategy for Executing Restoration Plan 
Transactive 
Decision 
Making 
“I find that with the SIR Database rating system—
critical, high, medium, and low—allowed us to make 
more constructive decisions.” User Project Manager 
Capability to Adapt 
“Internal and external IT 
consultants and Indian developers 
would have to bridge all 
differences, including frustration in 
language use to ensure that the 
system is appropriately developed 
and delivered on time.” PM 
Resilience 
Motivation 
“I make use of a lot of sharing, telling them that this is 
normal. I’d rather you hit all these errors now than 
after the cut-over.” Head of IS  
Table 2: Strategy Resilience Management in System Development Stage 
4.3 Phase 3: System Validation and Go-live 
In this phase, EGP introduced two cycles of User Acceptance Testing (UTA) before the actual system 
roll-out. To review results of the testing, and to agree on any follow-up actions and (or) schedules, the 
steering committee introduced a daily early morning meeting.  
The first level of testing was primarily done by power users. However, this was not something that 
power users had been briefed on, or prepared for. To address this problem, senior management 
encouraged users to ‘test the system to death’.  The second cycle of testing was conducted in 
conjunction with each UAT cycle. In this cycle, the focus was on ensuring smooth data reconciliation 
and checking data interdependencies. This was an escalation of the implementation risk-mitigation 
plan to ensure data accuracy during system changeover.  
To alleviate challenges during the rehearsals and subsequently the actual changeover, consultants and 
EGP staff brainstormed possible scenarios and corresponding contingency plans. They utilized an MS 
Excel-based master plan to facilitate these activities. As part of their risk-mitigation plans, EGP’s 
Managing Director requested ‘eyeball’ checks of bills after each rehearsal. In total, the project team 
conducted seven test conversions, two months of parallel runs, and two rehearsals prior the actual 
changeover. In the risk-mitigation plan, EGP’s Managing Director tasked about four hundred staff 
with conducting a manual check of about 45 thousand bills that were printed during the first three 
days after the system roll-out. A mistake was indeed spotted, but fortunately it was due to an obscure 
condition that only affected a few customers and was swiftly rectified. Eventually the new system 
went live, and all operations proceeded as normal, and in some cases efficiency improved. The 
resilience-management strategy and capabilities required for EGP’s system validation and go-live are 
summarized in Table 3. 
Mechanism Illustrative Examples from Case Data Capability 
Step 1: Strategy for Developing Situational Awareness 
Managerial “Because as IT persons, we test according to Capability to Recognize Disturbance 
Mindfulness our logic but we might misinterpret user 
requirements. Thus it is important for users and 
the internal IT staff to test the systems.” IT 
Project Manager 
“So this was something that we balanced 
against, that is trying to meet the 
deadline and not shifting it…I think we 
really weighed the risk and what was 
required.” Operations Director Organizational 
Vulnerabilities 
- Early stage of UAT impact on power users’ 
confidence 
- Uncertainties 
Step 2: Strategy for Demystifying Threats 
Contingency 
Plan 
- Real-time MS Excel-based master plan on 
system testing stages and issues 
- Eyeball checks for system testing errors 
Capability to Circumvent Risk 
“One common mistake in such projects is 
that people do not check for these 
interdependencies. For us, we use a 
program to verify before reporting the 
differences and we follow up checking 
with the discrepancies….” Head of IS  
Prioritization - Organization Mission  
- Assessment Customer-oriented service 
- Verify the Assessment by using IT 
-  MS Excel-based real-time master plan 
Sense Making “When the MS Excel-based list came out, we 
tried to integrate how each of these issues 
affects another group of people; if it affects the 
customer then we have to prioritize the issue.” 
Operations Director 
Step 3:Strategy for Executing Restoration Plan 
Transactive 
Decision 
Making 
“By using our big chart in the war room that we 
set up to monitor and discuss before deciding to 
execute the eyeball checks of the system before 
moving to the next step.” Deputy MD 
Capability to Reconfigure 
“Actually, as you go along with this 
project, you learn from others mistakes 
so that we can identify our mistake, then 
prioritize and find the best solution to fix 
the mistake.” Deputy MD 
Resilience 
Motivation 
“We provide assurance to our staff that it is OK 
to take extra time in testing before system 
changeover.” Senior Manager  
Table 3: Strategy Resilience Management in System Validation and Go-live 
5 DISCUSSION 
A process model of strategic resilience management was empirically derived across the three phases 
of ES upgrade implementation. These cover: (1) developing situation awareness, (2) demystifying 
threats, and (3) executing restoration plans that occur within each phase of the ES upgrade 
implementation. The empirical data across three phases of the ES upgrade at EGP suggests a set of 
premeditated systematic steps in reducing risk and improving organizational efficacy for practitioners 
facing challenging conditions (Gunderson and Light 2006).  
 
Figure 2: Process Framework of Strategic Resilience Management in ES upgrading 
5.1 Step 1: Strategy for Developing Situational Awareness 
The first step in organizational strategic resilience management is to develop a situation-awareness 
strategy comprising the capability to recognize disturbances and their after-effects (McManus et al., 
2007). As shown, this capability incorporates management mindfulness (Weick and Sutcliffe, 2006) 
and the necessary sensors and detectors in the timely identification of organizational vulnerabilities 
(McManus et al., 2007). This empirically derived strategy relates very well to the managerial 
mindfulness and organizational vulnerabilities study proposed by Weick and Sutcliff (2006). 
In the context of initiating a complex and high-risk project, the organization has to be resilient in 
order to reduce inherent risk and to increase organizational efficacy (Vogus and Sutcliffe, 2007) 
through a capability to recognize disturbances. From the case study, such capability demonstrates the 
importance of management mindfulness to sense and detect unexpected events early (Vogus and 
Sutcliffe, 2007). Such ability would greatly help to identify potential threats of the organizational 
vulnerabilities in different phases of an ES upgrade. We believe these empirically-derived data have 
not only offered better understanding of the patterns or potential patterns through ES upgrade 
implementation for managers as suggested by Kurtz and Snowden (2003), but also it empowers 
managers to understand the cause of organizational vulnerabilities that have potential to cause a 
substantial negative impact on the organization (McManus et al., 2007).  
5.2 Step 2: Strategy for Demystifying Threats 
The empirical evidence from the case study confirms our framework predictions that situational 
awareness must be followed by a strategy for demystifying threats. This strategy is necessary for the 
organization to respond to the issues identified through situational awareness so that rational and 
practical solutions for reducing inherent risk can be identified. In the case of EGP, the strategy for 
demystifying threats is made possible with the capability to circumvent risk.  
From the case study, the capability to circumvent risk holds the solutions that help organizations to 
avoid traps or to help mitigate against cascading errors (McManus et al., 2007) by a cyclical analysis 
between the three inductively verified mechanisms: sense-making, contingency plan and prioritization 
logic. These mechanisms play a critical role in strategizing new initiatives (Gioia and Chittipeddi 
1991) and new solutions based on the consideration to the users’ needs, business’ needs, as well as the 
idealistic versus realistic needs of the organization.  
In this case, formal prioritization logic was designed in different phases of the ES upgrade 
implementation as a structure for demystifying the chaos and threats, thus helping decision makers to 
assess and select appropriate contingency plans mapping the organization’s mission and focus. EPG 
circumvents risks throughout this ES upgrade with a formal structure to assist decision makers to 
reach constructive decisions in the event of chaotic situations. In summary, this finding has 
empirically validated the relationships of all relevant mechanisms (demystifying threats, sense 
making, prioritization, and contingency planning), an area of resilience management that was not 
well-understood prior to the present work (McManus et al., 2007).  
5.3 Step 3: Strategy for Executing Restoration Plan 
After demystifying threats at the managerial level, the next step is to derive a strategy for decision 
makers to select the best restoration plan, so that the organization may be able to converge to an 
optimal operating position. This strategy is especially crucial, as it determines the success or failure of 
the organization’s resilience management. According to the EGP case study, this strategy is made 
possible by two capabilities: (1) a capability to adapt—the ability to adjust performance in a timely 
fashion; and (2) a capability to reconfigure—the ability to learn and transform in order to ensure 
resilience sustainability.  
As shown in the case study, capability to adapt only becomes visible in the middle of the project-
implementation stage, as it re-establishes the fitness of the organization (for example, different 
working styles and languages used) in relation to its environmental change (the involvement of 
internal and external IT consultants and the Indian developers) in order to contain disruption to 
business flow. On the other hand, capability to reconfigure is more apparent at the early and late 
stages of the ES upgrade implementation, because aside from adapting it emphasizes self-organizing 
of the lessons learned, which in turn reduces an inherent risk of repeating earlier mistakes. These two 
capabilities are central to the transactive decision as they enable decision makers to contain the effects 
of the disruption by making informed decisions. 
In this context, transactive decision making not only refers to the experience of those directly affected 
by the planning, but also includes decisions made after considering the facts and information from 
diverse inputs and via multiple knowledge systems. As shown (refer table 3), the time used, system 
rating, and stringent monitoring played crucial roles in influencing decisions. For that, transactive 
decision making translates resiliency into actionable restoration plans.  
With appropriate attention applied to resilience motivation, our empirical case study favors Resnick 
(2010) study, where motivation for resilience is necessary for optimal recovery. As shown, juggling 
this balance is highly dependent on the transactive decision-making skills of the key decision makers 
and their ability to reconfigure and their learning and experiences through self-reflection. For that, 
EGP management carefully crafted resilience management, starting by using relationship building 
followed by knowledge sharing to ensure that employees maintain positive adjustment under 
challenging conditions, and supporting their managers in improving organizational efficacy.  
6 CONCLUSION 
A strategic resilience management model is derived with extensive utilization of inductively-derived 
data from the literature. We have addressed the research question on how strategic resilience 
management is developed within an organization in order to survive the unforeseen challenges 
occurred during a complex ES upgrade process. 
The proposed resilience management definition crystallizes understanding of resilience management 
from a strategic process point of view in addressing Weeks and Benade’s (2003) claim that resilience 
management is an elusive piece in the service management puzzle. From the knowledge-added 
perspective, this new definition proposes a more holistic view and also empirically theorized and 
supported by the in-depth case study. Single case study is this study limitation because we cannot 
claim the findings as definitive nor comprehensive however it may serve as a foundation for future 
research within the IS discipline.  
Inductively deriving a strategic resilience management model from the case study, this study provides 
a more constructive understanding of issues in order to better position an organization to anticipate 
and manage resilience (Hills, 2000). We suggest that strategic, structured, centralized control and 
knowledge process model can create situational awareness and help in demystify threats so that 
decision makers are better able to make sense of the chaos, and therefore better equipped to execute 
appropriate restoration plans.  
In terms of practical implications, this study provides a comprehensive and empirically-supported 
framework for strategic resilience management. More specifically, the strategic process models 
developed in this work identifies the crucial phases of ES upgrade implementation, and provides 
indications on how different strategies, mechanisms and capabilities of resilience management can 
inspire managers at different stages of the upgrade implementation. This step-by-step process may be 
used to overcome the lack of expertise and experience within the managerial staff, highlighted as a 
major risk factor by Weick and Sutcliff (2001).It also reveals the types of organizational capabilities 
required in different stages of the upgrade for a fruitful strategic resilience management. In particular, 
practitioners could use the strategic resilience management model developed in this work as a detailed 
roadmap in identify appropriate responsiveness and preparedness to implement remedial actions at all 
levels of the organization.  
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